Mobile Enheter med SCCM 2012
og Windows Intune

En presentasjon av

Kristian Bendiksen



Introduksjon

Kort hensikt og beskrivelse av oppgaven:

Kartlegg og vis alle muligheter med
klienthandtering av Windows Phone 8, Windows 8
og Windows 8 Pro. Oppgaven skal l@ses ved bruk av
Microsoft System Center Configuration Manager
2012 og Windows Intune.

Mulig utvidelse: Kartlegg og vis hvordan den ekstra
funksjonaliteten i Windows 8 Enterprise fungerer.



Kundens problemer

* Ingen system pa hvilke programvare som skal brukes
* Ingen restriksjoner pa bruken av mobile enheter
 Mange maskiner har ulike operativsystem



Kundens behov og gnsker

Rulle ut operativsystem med samme programvare pa
flere maskiner.

Rulle ut programvare til mobile enheter og maskiner.

Finne en lgsning som gj@r at programmer ma
godkjennes f@r installasjon.

Lage pakkelgsninger for maskiner og mobile enheter.



Effektmal

* @ke produktiviteten med mellom 80-90 %

* Bedre arbeidsmiljpet og arbeidsmoralen hos
de ansatte med 65 %

* Pkning av inntjening med 30-40 %

* @Pke sjefens arbeidsprosess gkes med 100 %,
og de andre ansatte med 90 %



Prosjektets omfang

e Varighet pa 450 timer + - 5%

Jtar
KUNC

peide et driftsdokument som dekker
ens behov

Jtar

peide et driftsdokument,

systemkravdokument, forstudierapport og
sluttrapport.



SCCM, Windows Intune og
Samarbeidet
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Maskiner og Mobile enheter

1 Domenekontroller — Windows Server 2012

1 SCCM-maskin — Windows Server 2012

2 Andre servermaskiner - Windows Server 2012
3 Mobile enheter

2 Klientmaskiner - Windows 8

1 Windows Phone 8

1 iPhone 4S

1 Sony Xperia Tipo



SCCM 2012

For mobile enheter



Kort om SCCM

e SCCM 2012 er en del av System Center 2012

 Kom ny Service Pack i desember 2012 som
tillater drift av mobile enheter



Hva har jeg gjort?

* Har satt opp et grunnleggende system, med
brukere, maskiner, software update point,
distribution points, boundaries og SCEP.

e <Kjgr en liten visning av det som er gjort>
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MSI

* MSI

vs EXE

* EXE
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Deployment
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Required / Avaliable

Required Available
9! Deployment Setings Deployment Setings
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Request

gl Deployment Settings

General Specify settings to control how this software is deployed

Content

Deployment Settings
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Progress
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Request

Welcome, VOLLTECH\svevee

aVelol Il ileaNEEIETsl My Application Requests My Devices 7
s
BROWSE BY Showing 1 -1 of 1 results
Category Publisher NAME VERSION PUBLISHER CATEGORY REQUIRES APPROVAL
All M Mozilla Firefox (nb-NO) 19.0.2 Mozilla Yes

@ Mozilla Mozilla Firefox (nb-NO)

No description available

More Details

REQUEST

LGN LRSI My Application Requests My Devices

Welcome, VOLLTECH svevee

A

BROWSE 8Y
Category Publishes
An

© ack to Appication Catalog
- l'

Mozilla Mozilla Firefox (nb-NO)

REQUEST APPROVAL

Reason for application request (required):

r: det grea om jeg laster ned Frefoxi

Characters remaining: 1961

T e
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Windows Intune

Skybasert l@sning for mobile enheter



Kort om Windows Intune

Skybasert lgsning — Kan brukes overalt

Delt inn i tre deler, Account Manager, Admin
Console og Company Portal

Egnet for Maskiner og Mobile enheter
Veldig enkelt a bruke



Hva har jeg gjort?

Software Deployment — Maskiner og Mobile
enheter

Oppsett av automatiske oppdateringer
Policy (regler)

Oppsett av i0OS-enheter

Teori om Windows Phone og Android
Company Portal / Firmaportal



10S-oppsett
Set MDM Aut

28 Windows Intune

Help  SignOut  Welcome Volltech

Administration

Overview
Updates
4 plerts and Notifications
[ Alert Types
Recipients
Notification Rules
4 Administrator Management
Service Administrators
Tenant Administrators
Client Software Download
Storage Use
4 Mobile Device Management
I Windows RT
Windows Phone 8
b I08s
b Microsoft Exchange
Company Portal

Mobile Device Management

Set up mobile device management channels to enable mobile device management in Windows Intune.

Learn more about mobile device management

Authority I

.\'D You must define device owners as managed users before they can enroll their mobile devices. Learn more about user management |

Mobile Device Management Authority
Mobile device management authority: Set to Windows Intune
Windows RT Management

Follow these steps to enroll and manage Windows RT devices using Windows Intune.

Windows Phone 8

Follow these steps to enroll and manage Windows Phone 8 devices using Windows Intune.

i0S

Follow these steps to uplead an Apple Push Motification service (APNs) certificate to Windows Intune to enroll and manage iOS devices using Windows
Intune.

Microsoft Exchange
Follow these steps that set up a connection with your Exchange envirenment to enroll and manage mobile devices that are connected to Exchange.

Learn About

Setting Mobile Device Management Authority

Setting up Management for Windows RT Mobile

Devices
Windows Phone 8 Setup
05 Mobile Device Setup

Exchange Connector Setup




10S-oppsett
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10S-oppsett
Apple Push Certificate Portal

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push

Notification Service and your Apple devices.

e ficat

FAQ

Learn more about Mobile Device Management

What about 0S X Server?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller

Copyright © 2012 Apple Inc. All rights reserved.

Terms of Use

Frivacy Folicy

Apple Info

wnssacwmionsimen (L0

=

SiteMap | HotNews | RSSFeeds | ContactUs

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
wvendor to create a new push certificate.

AppleRequestForintune.csr

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Stare, or find a reseller

Copyright © 2012 Apple Inc. All rights reserved

Terms of Use

Privacy Policy

Apple Info

kr.bendiksen@gmail.com

Site Map Hot News RSS Feeds Contact Us [

Apple Push Certificates Portal —

Confirmation @

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Vendor  Microsoft Corporation
Expiration Date  Apr 11, 2014

Man:

)

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store. or find a reseller Appleinfo | SiteMap | HotMNews ASSFeeds | ContactUs

Copyright © 2012 Apple Inc. All rights reserved. TermsofUse | Privacy Palicy




10S-oppsett

Upload reques

IR\ T o)

Sdainskso Upload an APNs Certificate

Overview

Updates 1. Download a Certficate Signing Request for an APNs certificate.

d the APY
4 Narts 3nd Hoations Download the APNs certificate request |

Upload the APNs cert

b Alert Types
2. Create an APNs centificate in the Apple Push Certificates portal using the certficate request you created in the first step. Use a company
Recpients Apple ID thatis associated with an email account that willremain in your company even i the user who creates the account leaves. n About
Notification Rules Apple Push Certificates portal 5

Device Management

Upload the APNs certificate to Windows Intune.

Upload the APNs centificate

4 Administrator Management an APNs Certificate
Service Administrators
Tenant Administrators

Client Software Download
Storage Use
4 Mobile Device Management
b Windows RT
Windows Phone &
4i0s
Uplosd an APNs Certifice

=8 Windows Intune

Upload the APNs Certificate

Upload the APNs Certificate

Upload the APNs certificate that you created and the company's Apple ID that you used (save this ID - you will
need to use it again for renewal purposes).

* APNs certificate: | MDM_ Microsoft Corporation_Certificate.pem

l Browse...

Apple ID:

Learn more about how to upload an APNMs certificate

[ Cancel J

S & o 19
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Administration

Qverview
Updates.
4 Alerts and Notifications
I Alert Types
Recipients
Notification Rules
4 Administrator Management
Service Administrators
Tenant Administrators
Client Software Download
Storage Use
4 Mobile Device Management
b Windows RT
Windows Phone &
4 05
Upload an APNs Certificz

iOS Mobile Device Management Setup

iOS Mobile Device Management Status
@ No [ssues

APNs Certificate Details

Apple ID:
Subject 1D: com.apple.mgmt.External.330127ba-e70d-4de6-8a4a-cc5cedobdfos
Last Updated: 4/11/2013 10:32:40 AM

Expiration Date: 4/11/2014 10:19:00 AM@
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am Windows Intune

Logg pa med organisasjonskontoen din

kristian@volltechmobil.onmicrosoft.com

Ota meg vaere palogget

Logg pa

Far du ikke tilgang til kontoen?

10S-oppsett
Apple iPhone

For a fa tilgang til firmaets apper og
ressurser, ma du installere en
administrasjonsprofil.

Nar du har installert profilen, kan
kundestgtteansvarlig iverksette
sikkerhetspolicyer pa din mobile
enhet. Laer mer

Install

Etter installeringen klikker du her

ui._NetCom 7

Management Profile
Volltech

& Verifisert m

Install this profile to get access
to your company apps

Beskrivelse

Signert manage.microsoft.com
Mottatt 11. apr. 2013
Inneholder Kontrollprofil for registrering av
enheter
Flere detaljer >

o~

Q 89 % [mmp

Beskrivelse

Signert
Mottatt
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Management Profile
Volitech

@ Verifisert
Install this profile to get access
to your company apps
manage.microsoft.com
11. apr. 2013

SCEP-registreringsforesporsel
Mobile Device Management
Web Clip

Flere detaljer >

NetCom

For a fa tilgang til firmaets apper og
ressurser, ma du installere en
administrasjonsprofil.

Nar du har installert profilen, kan
kundestetteansvarlig iverksette
sikkerhetspolicyer pa din mobile
enhet. Laer mer

Installer

Etter installeringen klikker dufher]
for a fa apper.

Kontakt kundestatte

Logg av | Personvernerklaering
Microsoft 2012

m

Windows Intune

| g D




10S-oppsett

Ferdig

o Windows Intune

(g Groups

F Overview
(= 4 All Users
51

Ungrouped Users

Id All Devices

All Computers
I All Mobile Devices

Ungrouped Devices

a0 S

All Devices (3)

View Properties Link User...

MName
Kristian-PC
KlientlVollTech.Local

Create Group from Selection

Device Type
Computer

Computer

Retire/Wipe

Remote Tasks =

Last Updated
4/10/2013 9:25:29 PM
471142013 352012 AM

Filters: None

Operating System
windows 7 Professional

Windows 8 Enterprise Edition

Kristians iPhone

Mobile

4/11/2013 10:50:20 AM

05 6.1




Samarbeidet
Introduksjon

e 22. Desember 2012 — SP1 og Windows Intune
Wave D.
* Tillot samarbeid mellom partene

e SCCM tar over driften av mobile enheter



Samarbeidet
Hva har jeg gjort?

Satt opp en Windows Azure-konto for Active
Directory Sync

Koblet sammen SCCM og Intune

Satt opp i0S-enhet i SCCM

Rullet ut applikasjoner via external links i
SCCM

Satt opp regler til mobilbruk



Samarbeidet
Sammenslaing

Etter

For
. . *
Windowsmaskiner
fra XP og opp til
*’SC’“M

w E Windows 8 .
SCCM /g “x\ Wmdows Intune
2012 / N\
.-";' \\\-\
4 f \\x |
i \x\ ||
/ \ |
‘ . = E
) Windows RT, Windowstmaskiner WA Windows KT,
Windows Intune Windows Phone 8. fra XF og opp til Wmdows Phon; 3,
Windows § 103 og Android

108 og Android



Samarbeidet
Koble sammen SCCM og Intune
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Introduction
Subscripti

If you do not have a Wi Intune t, you can
subscribe of

Windows Intune Subscription

Sign in to Windows Intune with your Windows Intune organizational account E

=R Windows Intune

Logg pa med organisasjonskontoen din

kristian@volitechsccm.onmicrosoft.com

[J La meg vaere palogget

Logg pa

Far du ikke tilgang til kontoen?

ﬂNo Hems found,

changed.

To proceed to the next step of the wizard, you must confim that you want to manage mobile devices
through Windows Intune using the Configuration Manager console. Once selected, this setting cannot be

EAI!ow the Configuration Manager console to manage this subscription

Read the Windows Intune privacy statement online.

Read the Confiquration Manager privacy statement online.

= = i
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Samarbeidet
Site system roles

Remove | Properties
Role | |

Site Role | Praperties |

|? it ‘ E* \ » Administration » Overview » Site Configuration » Serversand Site System Roles
Administration <
4 Gl Overview Search
+ [ Hierarchy Canfiguration lon | Name Site Code Count of roles | Type
# [ site Configuration [l wmanagemicrosoftcom  SDH 2 Site sys..
Basites I '] WSCCMVollTech.Local § ar..
EE> Servers and Site System Roles B Aoc St StemiRole
G Client Settings B start '
Geneal Specify roles for this server
Proxy
Summary Avalable roles
Progress Tw&dogmbwem
Completion 'WWmCddogwebﬂem
Ll Asset Inteligance synchronization pont
[ Ervolimant port
(7] Envolment proxy port
[] Falback status port
j Management port
[ ] Out of band senvice pont
(] Software uodate port
(] Sate mgration port
[ ] System Heath Valdator po
2l Winows intune Connector |
‘ |
Descrpton
‘mmmmmmmmmmmmmwmmamm
Manager console

@ Adminitetion
i

Dvenie
Updetes

M et and Nt
D Ne Ties

@ Reciers

@ Nothaton s

A it Mgt

m enice it

Lng Tenant Admisteors

ot haelol

S Soagelee

lﬂ Mol Derce Nanagement
Company Pt

q

Mobile Devie Management

Set up ol e managementchannes o enele moble decemansgement i Windons e

® Yormst v tevice oomer 5 g e o ey can el her mobedevics, Leam mreaheut e manegemet

Mokl Device Nenagement Authory
Wobledeie menagementahony: et Coriguetion Menage
Windows RT Mnagement

Follo heseseps ool and manage Ui T eices sing Windons e,

Windows Phone

Follo hesestep ool and manage Windows P  ices using Winows e

05

Follo hesesep o uploaan Appl Push Mot sevic: AP certcte o Wicon fune o envland manage 5 devices sing Wi rune

Microsoft Exchnge

Follo hesesep et p a connecionethyour Echange: entonment o ol and manage b devices it e comet o Fchnge

[ <peviows | [ Net> |[Sommay || Cancel




Samarbeidet
Site System Roles
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Samarbeidet
Siste System Roles

o =

Administration
Overview
Updates
4 Alerts and Notifications
[ Alert Types
Recipients
Notification Rules
4 Administrator Management
Service Administrators
Tenant Administrators
Client Software Download
Storage Use
Mobile Device Management

Company Portal

Mobile Device Management

Set up mobile device management channels to enable mobile device management in Windows Intune,

Learn more about mobile device management

@ You must define device owners as managed users before they can enroll their mobile devices. Leam more about user management

Mobile Device Management Authority

Mobile device management authority: Set to Configuration Manager
Windows RT Management

Follow these steps to enroll and manage Windows RT devices using Windows Intune,

Windows Phone 8
Follow these steps to enroll and manage Windows Phone & devices using Windows Intune,

i0S

Follow these steps to upload an Apple Push Notification service (APNs) certificate to Windows Infune to enroll and manage i05 devices using Windows Infune.

Microsoft Exchange
Follow these steps that set up a connection with your Exchange environment to enroll and manage mobile devices that are connected to Exchange.




Fordeler og Ulemper
Fordeler

SCCM
* Allsidighet — Stgtter alle

operativsystem nyere enn
Windows XP

Kan knyttes til flere System
Center deler

Enkelt @ bruke, til tross for
at det er et stort program

Mye funksjonalitet

Windows Intune

e Skylgsning — Kan brukes
overalt.

* Brukervennlig

* Mulig 3 drifte mobile
enheter uten mellomledd



Fordeler og Ulemper
Ulemper

SCCM

Kun On-premise

N@dt a koble opp mot
Intune for drift av mobile
enheter

Litt tidkrevede og vanskelig
installasjon

Windows Intune

Mangler noe av
funksjonaliteten til SCCM,
men ikke vesentlig savn

Ment for middels bedrifter,
ulempe for store bedrifter
mtp mobile enheter

Nettleserproblematikk



SCCM & Windows Intune

_ -

Utrulling av Operativsystem Nei Ja
Full stgtte av Group Policy Nei Ja

Mulighet for drift av mobile enheter Ja Ja (dersom den er koblet mot Intune)

Oversikt over maskin- og programvare og lisenser Ja Ja



Fordeler og Ulemper
Samarbeidet

Fordeler Ulemper

e Mer sentralisert drift e Tar bort mobildriften fra
e Letter tilknytning til AD Windows Intune



Problemer

* Implementering av Windows Phone 8 kostet
penger
* Opplasting av apper til iOS og Windows Intune

* Problemer med Hyper-V virtuelt mot SCCM-
serveren min



Hva har jeg leert?

A dokumentere forstudie, systemkrav og
driftsdokument.

Sette opp og konfigurere SCCM og Intune
Sett pa samarbeidet mellom disse partene

Laert meg og sette opp i0S-enheter praktisk og
Windows Phone og Android teoretisk



Takk til

* Atle Nes, ved Hist, for god veiledning

e Atea Bergen ved Christoffer Lokrheim og
André Vollan



Takk for meg

The End



